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Could you please begin by giving me a bit of background about your e-government program, and your specific role? 

I work on two framework six projects both of which have eGovernment applications.  One inter-disciplinary project comprising over 25 universities is called ‘Challenge’. It focuses on the challenge of reconciling liberty and security. In this project my work focuses on issues of transparency and accountability, democratic legitimacy and border management. This involves analysis of biometrics tools for border management. The data storage issues relate directly to controlling non-territorial spaces of cooperation among law and justice enforcement agencies, among others, in combating fraud and international crime, as well as in managing the automatic transmission of information for civil and criminal purposes across borders. A key concern arises from the Hague Programme principle of availability. This means that for legitimate purposes only information available in one system in one member states should be made available to counterpart administrators in other systems. Huge issues arise regarding mutual trust in the polities, personnel, ICT legacy systems, interoperability, data privacy, robustness of the ICT systems, data storage and so on.  

Similar issues feature in respect of the other f6p called, r4eGov: administration in the large. This project focuses on the roll-out of eGovernment in practice. The partners include ICT providers like Unisys and SAP, universities, national civil services and EU agencies. The aim is to uncover problems to making egovernment work securely and in a way that citizens will trust. My work in this has three key dimensions: 
1. Envisaging ideal scenarios for citizen mobility across borders. In this respect it examines the barriers that governments encounter. These include fraudulent documents, the nature of administering pre-entry checks outside the EU, the ePassport, visas, and new requirements for university administrations in the UK to work with government on international student mobility.  
2. Working with regional consular offices in respect of the new requirements arising from the Hague programme on them to facilitate consular service cooperation and collaboration.  It is foreseen that consular posts will have a role in taking fingerprints for example as part of the EU’s commitment to having common visas and ePassports. 
3. The ethical aspects of security and administering the new security tools.  

What do you see as the main challenges facing your team in the short term? 

In the short term, we have to focus on issues of interoperability and trust. These issues are relevant at all levels of egovernment, from local councils and services to national and international transactions and transborder mobility. Getting the balance right between security and efficiency is difficult. The very first step requires us to gain better appreciation of what we actually mean by the terminology we use. We therefore have to unpick terms like ‘information’ to understand what it comprises and what might be done with it under systems designed to foster automatic information sharing for specified, limited and legitimate purposes. 

The output is informed by citizen needs. It is clear that citizens worry about databases and ‘Big Brother’. Inter-operable databases are needed for operational success, for example, in combating people trafficking, fraud, speeding up transborder legal processes for civil and criminal matters, and accelerating the administration of all kinds of services that citizens might like. A one-stop shop for inputting data needed for several different matters for example when a student enrols online at University (as they do at Leeds University) saves citizens time. However, there is anxiety over data security, function creep, lack of knowledge about what happens to the data held, who can access it when and how, along with concerns over control over and accountability for out-sourced data.  Citizens and many administrators feel most comfortable with systems that do not rely on large data banks - those that put the data subject in charge of access to and the release of their data. Many governments, however, are committed to big interoperable database systems, even though their record is not always encouraging. The big and common challenge for EU member states is to work together to make their approaches interoperable.

In the long term?  

We need to build in trust and security now for a future in which nano-technological applications and ambient technology will be the norm. This means that eGovernance applications we create now must be based on the most secure architectures possible. They must look forward and set high standards for quality data management, data privacy and accountability procedures as well as credible, ethical and robust security requirements. Out-sourcing by public authorities must be addressed. The most robust systems should become a universal requirement from the ICT, privacy and ethical security aspects. There is no efficiency gain when security is sacrificed. Short term financial cuts or savings without baked-in security do administrations and citizens a disservice. Accountability and propriety in digi-space for digi-citizens are prerequisites for sustaining trust in government.

Trust in the ICTs and trust in their security go hand-in-hand with trust in public authorities. Erosion in any one sphere has negative repercussions for the others. There must be baked-in security from the outset. Bolt-on security is costly in time and money, efficiency and effectiveness. The astonishing weaknesses in ePassports illustrate this.  It is inconceivable that the current generation of ePassports will be being issued in five, let alone ten years time. 

Which of the following e-government barriers are the most challenging to your government, and why? Please explain any specific issues you have faced.

Leadership failures 

Our work has a clear EU focus and expects to add-value to contemporary policy dilemmas. In the UK, we have always suffered from government ambivalence over the EU. It is not that UK governments in practice are anti-EU. The rhetoric however is Euro-sceptic, misleading and damages public trust. The UK government is among the top five in the world in terms of its eGovernment roll-out. It has the largest DNA databank per capita. It is among those most committed to big databank interoperability and therefore faces major problems in respect of citizen trust in the credibility of claims made as to the security of these systems against both insider and outsider fraud and attack. Citizens are not convinced that ICTs and eGovernment will reduce crime and fraud. Quite the opposite. The row over ID cards and two or ten fingerprints in ePassports symbolises anxiety over the credibility of such claims as well as deep-seated misgivings over the purposes for which such data are collected and used.  Greater clarity and open communication with the public and parliaments are essential.

Financial inhibitors

ICT systems are expensive. Getting robust ICTs and keeping the system secure are costly and the UK has plenty of experience of expensive system ‘failure’. There is a need for governments to learn more from each other about why, how and when systems succeed. It is surprising that chip and pin came into the UK several years after it had been widely used in the Netherlands for example. Child registers are the norm in some countries and absent in others.  Finance is but one issue, and probably, is not always the most salient.  

Digital divides 

The digi-divide affects everyone. It is not simply a matter of computer literacy, access to computers, eVoting etc. Digi-divides highlight and exacerbate existing socio-economic and educational divisions. It is paradoxical that a technology that should, for example, assist handicapped people (such as implants, portable talk-writers for those who can’t speak, adapted keyboards etc) remains disproportionately expensive and often denied by local authorities to those who could so benefit from it. At the same time, handicapped people may have greater difficulty in enrolling in and using eGovernment services, and be the least able to understand their privacy rights and amend errors in their records. eGovernment exacerbates problems for them when service provision already leaves a great deal to be desired. The introduction of mandatory enrolment of data in expensive biometric cards also places considerable and disproportionate financial burdens on the mentally and physically handicapped, carers, pensioners, those on low and fixed incomes, students, etc. It is already extremely hard for someone whose identity has been fraudulently copied or stolen to prove that they really are who they say they are. The onus to prove one’s identity invariably falls on the victim of ID fraud. Fraudulent use of the IDs of vulnerable and deceased people is one of the most rapidly growing areas of digi-crime. Targeted ID theft and fraud is rising. Data protection supervisors can only address the general principles.  It is imperative that ICT providers think through the societal implications of their smart technologies.  Some serious and rapid thinking has to be done to combat the ‘digi-divide’.

Poor coordination 

This affects most governments at most levels and is not simply a problem in the UK. Political culture affects how readily citizens accept ICTs that encroach on their privacy. ICTs that do not combat poor existing coordination within regions, states and where relevant across borders do not evince trust. Yet, critical infrastructures depend on them.  There is a problem of reconciling legacy systems with new systems that themselves will be rapidly obsolete. The need for systems that are open to remote automatic access from anywhere in the world is growing and places new demands on those responsible for designing secure architectures. The growth of fraud and financial crime means that people must rethink how they view risk. Fraud against government is higher than against private companies. The small proportion of cases that come to court has tripled in less than three years; and ID fraud has risen by 600% in six years, costing an estimated £1,3billion per annum. Weak or poor coordination does not help when combating digi-crime in non-territorial cyberspace requires an unexpected and speedy response. 

Workplace and organizational inflexibility

This is a matter both of the impact on employment for existing workers and the extent to which organisations are willing (and financially able) to be innovative. Competitiveness, innovation and prosperity rely on SMEs and all sectors being creative, informed and adaptable. The silo mentality of organisations can be useful as well as a challenge. However, the roll-out of biometric IDs for verifying and authenticating employees, for example, only confirms the more modern application of a traditional identification tool - the biometric. It does not confirm the honesty, integrity or trustworthiness of the person accessing or processing data. Nor can one assume that without education and training, the technology will be used properly or efficiently. Information exchange is useful especially if it can be analysed and used to legitimise a given course of action. The type of qualities one or several employees may need to do this efficiently and effectively face-to-face is not yet adequately captured by automatic transfer ICT systems. Steps to combat insider fraud are often non-existent or poorly elaborated.  
Lack of trust 

There is a lack of trust in political claims made as to what eGovernment can and will deliver. Citizens want to be assured that eGovernment respects principles of proportionality, fitness for purpose, data minimisation, data privacy etc and live-up to the security claims made for the architectures. There is profound distrust over information sharing and little real appreciation of what this means in practice in ICT enabled systems. The convenience gains to citizens of using fingerprints or having rfid implanted chips to speed up commercial transactions is seductive but possibly misleading as to its longer term acceptability. Private and public sector organisations are perhaps too complacent over the alleged robustness against inside as well as outside intrusions from phishing, vishing and blagging to insider fraud. Since the gains ICTs offer can be readily eroded by insider fraud, this is an area where action is required urgently. Unfortunately, this may well entail even greater surveillance of individuals.

Poor technical design

Secure architectures with dynamic, baked-in strong and resilient security are essential to building and sustaining citizen trust in both the technology and those who use and operate the technology whether for egovernment or private purposes. Examples of poor or not-adequate for purpose-systems are legion. Lack of clarity over the initial specifications, slow design, and changing requirements remain problematic. The greater need for inter-operability also places greater demands on the nature of the security architectures.  The starting point for any system designed should be securing and protecting against intrusion the data subject’s data and its disclosure. This is not an optional extra. Tracking intrusion and use are possible. Redress against misuse is far more problematic. The onus should be on the system provider to get security right from the start. It is a cop-out to put the burden for rectifying error, ID theft and fraud on the data subject.
How are you working to overcome these barriers?  How successful are these efforts? 

In Challenge part of our work involves producing reports, seminars and papers to inform opinion, including the European Parliament and national agencies, inter alia. The Convention on the EU’s draft Constitution final report stressed that ‘citizens must be able to understand a system so that they can identify its problems, criticise it, and ultimately control it.’ In Challenge, we specifically examine the problems of legitimacy, transparency and accountability as well as the myriad issues relating to internal security, migration and police cooperation, data protection in practice, EU policy, national implementation, communication and impact. In both Challenge and r4eGov we are working to identify the obstacles to inter-operability and cooperation in policy areas of direct relevance to citizens and where the EU is committed to greater cooperation and integration. Where identity checks for border management applications are concerned, it is easy for the impression to be created that all citizens are being potentially compromised and criminalised by the introduction of new technologies and data bases.  It is also apparent that distrust is growing and that incredible claims for ICTs are not believed. The focus on the communication of ‘security’ means that the hard work of actually making possible automatic information sharing for limited and specific purposes safe from function creep and attack is poorly understood and weakly articulated. We hope to redress that and to work with stakeholders and end-users to elaborate ethical requirements and solutions that do contribute to the overall policy goals of greater individual and collective security through carefully constructed solutions, such as those that we are evolving in r4eGov, that are embedded in trusted and secure architectures with baked-in security.
